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1
DATA SYNCHRONIZATION

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims the benefit under 35 U.S.C. §119
(e) of the filing date of U.S. Patent Application No. 61/433,
173, for Data Synchronization, which was filed on Jan. 14,
2011, and which is incorporated here by reference.

BACKGROUND

This specification relates to data synchronization.

Users can transfer data between devices. Typically, users
share data with others through file transfer or sharing. For
example, a user can identify a particular file to send to others,
e.g., by e-mail or using a file transfer protocol. File sharing
allows other users, e.g., on a network, to access files, however
the files typically remain at their original location. Alterna-
tively, files can be checked out from their original storage
location by others, but typically the only user that can modify
the file is the one that checked the file out.

Conventional systems also allow for users to synchronize
data between the user’s devices (e.g., a laptop computer and
a mobile device). Often, only particular types of data are
synchronized between devices or the synchronization has to
be initiated by the user.

SUMMARY

This specification describes technologies relating to data
synchronization.

In general, one aspect of the subject matter described in this
specification can be embodied in methods that include the
actions of receiving a knowledge vector from a first device of
the pair of devices, the knowledge vector identifying data
items and latest changes to the data items known to the peer
device; comparing, at a second device of the pair of devices,
the received knowledge vector with a local knowledge vector
for changes unknown to the first device; and sending a list of
changes to the first device. Other embodiments of this aspect
include corresponding systems, apparatus, and computer pro-
grams recorded on computer storage devices, each configured
to perform the operations of the methods.

These and other embodiments can each optionally include
one or more of the following features. The method further
includes receiving a request from the first device for one or
more data items corresponding to one or more respective
changes in the list of changes; and sending the requested data
items. The knowledge vector includes a local rank. The
knowledge vector has a compact representation identifying
the data item and latest change identifier known to the first
device. The change identifier for a data item is incremented
each time the data item is modified by a device of a plurality
of devices in which the data item is synchronized. Synchro-
nization between the pair of deices is initiated by the first
device as having a lowest device identifier of the pair.

In general, one aspect of the subject matter described in this
specification can be embodied in methods that include the
actions of identifying a first version of a data item to synchro-
nize from a first device; identifying a second version of the
data item to synchronize from a second device; determining
whether there is a conflict between the first version and the
second version; if there is a conflict, automatically resolving
the conflict including selecting a conflict winner and storing a
copy of the conflict loser. Other embodiments of this aspect
include corresponding systems, apparatus, and computer pro-
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2

grams recorded on computer storage devices, each configured
to perform the operations of the methods.

These and other embodiments can each optionally include
one or more of the following features. Determining whether
there is a conflict further includes: identifying a change iden-
tifier for each of the first version of the data item and the
second version of the data item; and using the respective
change identifiers to determine a creation time between each
version as being within a specified threshold. Automatically
resolving the conflict further includes: identifying a device
identifier for each of the first device and the second device;
and resolving the conflict in favor of the version of the data
item associated with the lowest device identifier.

In general, one aspect of the subject matter described in this
specification can be embodied in methods that include the
actions ofidentifying a plurality of devices, each device of the
plurality of devices having a unique numerical identifier;
forming a logical arrangement of the plurality of devices such
that peer devices are arranged in numerical order according to
the respective numerical identifiers; and synchronizing data
between pairs of adjacent devices according to the logical
arrangement. Other embodiments of this aspect include cor-
responding systems, apparatus, and computer programs
recorded on computer storage devices, each configured to
perform the operations of the methods.

These and other embodiments can each optionally include
one or more of the following features. The device having the
lowest numerical identifier is considered adjacent to the
device having the highest numerical identifier. For a pair of
devices, the synching is initiated by the device having the
lowest numerical identifier.

In general, one aspect of the subject matter described in this
specification can be embodied in methods that include the
actions of identifying a plurality of devices associated with a
primary identity; identifying one or more devices associated
with one or more secondary identities; synching a first set of
data with each of the plurality of devices associated with the
primary identity; and synching user specified second set of
data with each of the one or more devices associated with the
secondary identities. Other embodiments of this aspect
include corresponding systems, apparatus, and computer pro-
grams recorded on computer storage devices, each configured
to perform the operations of the methods.

These and other embodiments can each optionally include
one or more of the following features. The first set of data is
a first user specified collection of data and the second set of
data is a distinct second user specified collection of data.

Particular embodiments of the subject matter described in
this specification can be implemented so as to realize one or
more of the following advantages. Data synchronization can
be trickled out as changes occur. Synchronization can occur
between devices of a single identity (e.g., a user’s device) as
well as between identities (e.g., synchronization of particular
data with other users). Synchronization can initially identify
the data items to be synched, which can actually be synchro-
nized later or on demand, reducing network data traffic. Syn-
chronization can be ordered between devices to reduce net-
work communications. Conflict resolution can be performed
automatically, without user input, while allowing conflict
losers to be stored for later user retrieval.

The details of one or more embodiments of the subject
matter described in this specification are set forth in the
accompanying drawings and the description below. Other
features, aspects, and advantages of the subject matter will
become apparent from the description, the drawings, and the
claims.
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BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a diagram illustrating an example of synchroni-
zation within and between identities.

FIG. 2 is adiagram illustrating an example circle of devices
for data synchronization.

FIG. 3 is adata flow diagram illustrating an example of data
synchronization between a pair of devices.

FIG. 4 is a flow diagram of an example process for initiat-
ing a synchronization with another device.

FIG. 51s aflow diagram of an example process for respond-
ing to a synchronization request.

FIG. 6 is a flow diagram illustrating an example process for
conflict resolution during synchronization.

FIG. 7 illustrates an example system architecture.

Like reference numbers and designations in the various
drawings indicate like elements.

DETAILED DESCRIPTION

Data can be synchronized both between devices associated
with the same user identity (e.g., between a user’s laptop and
mobile phone) as well as between devices associated with
different identities (e.g., shared synchronized data between
different users).

A group of devices between which data is synchronized
can be logically arranged in a circle according to an ordering
of'device identifier values. Data can be synchronized between
pairs of devices in the logical circle. This reduces data traffic
resulting from every device trying to synchronize individu-
ally with each other device. Additionally, synchronization
information can be transmitted using a compact representa-
tion of change identifiers, for example, as a change vector.
Thus, only identifiers representing the latest versions of data
items need to be transmitted to facilitate synchronization
rather than all versions, reducing network traffic during syn-
chronization.

Two versions of a data item being synchronized can have
creation times within a threshold time. This results in a con-
flict between the two versions of the data item. The conflictis
automatically resolved based on the device identifiers asso-
ciated with the respective versions. The conflict loser can be
stored such that it can be retrieved if requested.

FIG. 11is adiagram 100 illustrating an example of synchro-
nization within and between identities. Diagram 100 shows a
device 102 and device 104 associated with a first identity 106
and a device 108 and device 110 associated with a second
identity 112. The devices caninclude, for example, desktop or
laptop computing devices, mobile devices, tablet devices,
personal data assistants, or other computing devices.

Device 102 includes default synched data 114, other
synched data 116, and shared synched data 118. The default
synched data 114 can include data that is synchronized
between devices of the same identity by default (e.g., e-mail).
The other synched data 116 can include additional data that a
user has specified for synching between devices associated
with the user’s identity (e.g., music). In some implementa-
tions, the user specifies a collection of data that is shared with
other user devices. The collection can be logically repre-
sented as a shared folder, or as individual data items desig-
nated as belonging to the collection.

The shared synched data 118 includes data identified by the
user for sharing with devices associated with other identities.
Inparticular, the user can specify the particular identities with
which the shared data is synched as well as the particular data
(e.g., synchronizing images from the first identity 106 with
the second identity 112). In some implementations, different
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4

shared data can be specified for different identities. For
example, a user can share images with two identities, but only
share video a single identity. The shared synched data 118 can
include some, all, or none of the data from the default and
other synched data 114 and 116. In some implementations,
the user specifies a collection of data that is shared with
particular identities. The collection can be logically repre-
sented as a shared folder, or as individual data items desig-
nated as belonging to the collection.

Device 104 similarly includes default synched data 120,
other synched data 122, and shared synched data 124. Device
102 and device 104 are associated with the same identity.
Therefore, synchronization between device 102 and device
104 synchronizes all of these data (default, other synched, and
shared).

Device 108 similarly includes default synched data 126,
other synched data 128, and shared synched data 130. Device
110 includes default synched data 132, other synched data
134, and shared synched data 136. Device 102 and device 104
are associated with the same identity (i.e., first identity 106).
Therefore, synchronization between device 102 and device
104 synchronizes all of the data (default, other synched, and
shared).

Synchronization of shared items can occur between one or
more devices of each respective identity. In particular, as
shown in FIG. 1, shared synched data 124 of the first identity
106 is synchronized with shared synched data 130 of device
108 of the second identity 112. Since the shared data is
synchronized between devices associated with the same iden-
tity (e.g., between devices 102 and 104), either of the devices
associated with the first identity 106 can synchronize with the
second identity 112. Thus, data can be synchronized both
between devices of the same identity (e.g., devices 102 and
104) and between devices of different identities (e.g., devices
104 and 108). In some implementations, synchronization
between identities occurs between the same designated
devices. For example, synchronization between the first iden-
tity 106 and the second identity 112 can always occur
between device 104 and device 108.

FIG. 2 is a diagram illustrating an example circle of devices
200 for data synchronization. Circle of devices 200 shows 8
devices 202a-k logically arranged in a circle or ring. The
physical arrangement and locations are not tied to the logical
arrangement. Each of the devices 202a-/ are devices between
which data is synchronized. It can include both devices within
the same identity or different identities. The devices 202a-/
can communicate with other devices, for example, using one
or more networks.

The logical circle arrangement can order devices by device
identifiers. In particular, each device 202a-~ has a unique
device identifier value. Each device has a unique identifier
value (e.g., a device ID). Each device can also have an alias
list that give identifier to other devices to which the device
synchronizes. The alias can be the actual device identifiers
(e.g., received from the other devices), or can be assigned by
the device for local use while, for example, maintaining a
mapping to the actual device identifiers. Thus, in the example
circle of devices 200, a first device 2024 has a lowest device
identifier number. The devices are ordered by increasing
device number up to the eighth device 202/ having the high-
est device identifier number. The circle arrangement has the
device with the lowest device number adjacent to the device
having the highest device number.

Data synchronization is performed between adjacent
devices. For example, device 202¢ is synchronized with
devices 2025 and 202d. Similarly, device 2024 is synchro-
nized with devices 202¢ and 202e.
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Devices do not directly synchronize with any devices that
are not adjacent in the logical circle of devices. Thus, device
2025 does not directly synchronize with device 202f. How-
ever, though synchronizations between device pairs, all data
is synchronized with all devices in the circle of devices 200.
While there can be some latency synchronizing, the network
traffic is greatly reduced.

In some implementations, for data synchronization
between a pair of devices in the circle of devices 200, one
device is considered a server and the other a client. For
example, the device having the lowest device identifier can be
considered the server and initiate the synchronization with
the device having the lower device identifier. Once the
“server” has received any requested synchronization data, the
roles are reversed so that the other device of the pair is also
synchronized.

In the example circle of devices shown in FIG. 2, synchro-
nization between device 2025 and 202c¢ is initiated by device
2025 because it has the lower device identifier. However,
device 202¢ initiates the synchronization between device
202c¢ and 202d because device 202¢ then has the lower device
identifier.

Synchronization between device 202a and device 202/ is
initiated by device 2024 having the lowest device identifier
(since device 202/ has the highest device identifier). Thus,
device 202q initiates the synchronization between both
device 2026 and 202/.

FIG. 3 is a data flow diagram 300 illustrating an example of
data synchronization between a pair of devices. In particular,
the flow diagram 300 illustrates synchronization between a
first device 302 (device A) and a second device 304 (device B)
initiated by the first device 302 (e.g., because the first device
302 has a lower device identifier).

The first device 302 sends (310) a change knowledge and
local rank to the second device. The knowledge identifies a
list of change identifiers for data items known to the first
device and the local rank indicates a time at which the last
synchronization occurred.

The change knowledge can be represented by a vector. The
vector can include a latest change identifier for each data item
known to the device. In particular, each data item (e.g., a file)
has an item identifier. The item identifier identifies the device
that created the item as well as an item identifier. In some
implementations, the item identifier is a 64 bit item identifier
that includes a 16 bit creator identifier (e.g., identifying which
device created the data item) and 48 bit item identifier. These
identifiers can be, e.g., hex values. For convenience, this will
be represented in the specification in the form [A: 101] indi-
cated data item 101 was created by device A.

When a data item is changed by a device, a change identi-
fier is generated. For example, a user can modify a document
to form a new version. In particular, the change identifier
identifies the device making the change and a change identi-
fier for that change. In some implementations, the change
identifier is represented by a 64 bit change identifier including
a 16 bit device identifier (e.g., which device changed the data
item) and a 48 bit change identifier. These identifiers can be,
e.g., hex values. For convenience, the combination of device
and change identifiers will be represented in the form <[A:
101],[B: 127]> indicating data item 101 created by device A
is associated with change 127 as changed by device B (e.g.,
representing a particular version of data item 101).

Each time a data item is changed, an increased change
identifier is associated with the data item. A data item can be
changed multiple times and by multiple devices. Thus, over
time, a data item (e.g., [A:101]) can be associated with
changes: [A:112], [B:120], [C: 137], [B: 140], and [B: 141]
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representing five distinct version of the original data item
[A:101] as generated by devices A, B, and C, which are
synchronized with each other.

Since the data item is synchronized between devices, it is
possible for changes to be made by two different devices at
close enough to the same time that the changes by one have
not been synchronized before the changes by another. A con-
flict resolution process is used to identify the version of the
data item to synchronize. This conflict resolution process is
described in greater detail below with respect to FIG. 5.

The change knowledge of a particular device can be rep-
resented by a vector of changes for data items. The vector
only includes the latest changes known to the device (i.e., the
latest version of the data item known to the first device 302).
Thus, all changed item identifiers (versions of the data item)
do not need to be provided by the change knowledge, just the
latest changes such that the most recent version of each data
item can be determined between the devices.

The change knowledge vector (312) sent by a device during
synchronization is a set of item identifiers and the latest
change identifier for that item. For example:

<[A:101],[A:127]><[A:103],[B:152]><[B:202],[C:321]>
This example knowledge vector includes three data items:
[A:101], [A:103], and [B:202] and the respective last seen
changes for each of these data items. For example, data item
[A:103] has change identifier [B:152] indicating that the last
change “seen” (e.g., from a previous synchronization) by the
device is the change 152 made by device B.

When the change knowledge vector and local rank is
received by the second device 304, the second device 304
compares (314) the change knowledge with a local knowl-
edge. In particular, a database on the second device 304 can
store item identifiers and change identifiers known to the
second device 304. For each change identified in the change
vector, the second device 304 compares the change identifier
with the known change identifier for that data item to deter-
mine whether a later change is available. Alternatively, the
second device 304 can include a knowledge vector identify-
ing all items and change identifiers known to the second
device 304.

For example, the second device 304 can have knowledge:

<[A:101],[A:127]><[A:103],[C:164]><[B:202],[C:335]

><[B:206][B:102]>

Comparing this knowledge with the received change
knowledge vector, the second device 304 determines that
item [A:101] is unchanged and that later version of items
[A:103] and [B:202] are known to the second device 304
based on the change identifiers for those items. For example,
the change identifiers ofthe items known to the second device
304 being higher than the change identifiers received from the
first device 302. Additionally, the second device 304 knows of
item [B:206] that is unknown to the first device 302. For
example, the data item [B:206] may have been created by the
second device 304 (device B) recently so that it has not yet
been synchronized with the first device 302.

The second device 304 generates (316) a list of changes to
data items based on the comparison. The second device 304
then sends (318) the list of changes to the first device 302 as
change metadata (320). The change metadata identifies which
data items have later versions or were unknown to the first
device 302. The change metadata can include the item and
change identifiers for the unknown items/changes. Since the
first data item [ A:101] was unchanged, no information needs
to be returned regarding that data item.

The first device 302 determines (322) whether to request
any of the data identified in the change metadata. In some
implementations, the first device 302 requests (324) data
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associated with one or more identified changes. In some
implementations, all change data associated with the change
metadata (e.g., later version of the data items) is requested. In
some other implementations, some data is requested but not
others. For example, the change metadata can include addi-
tional information that identifies a size of the data to be
transferred. Large data transfers can be postponed to a later
time (e.g., when network usage is lower, for example, at
night). Thus, the whole knowledge is synchronized even
though the underlying data may not be synchronized.

In some implementations, transfer is postponed so that first
device 302 can retrieve the same data from a different device.
For example, another device with which the first device is
synchronized can have a faster connection to the first device
302 (e.g., Wi-Fi or wired network connection). The first
device 302 can retrieve this data from the faster device. In
some implementations, a different protocol is used to transfer
data from identified data items than was used to send the
change knowledge.

In some other implementations, data is requested only
upon demand from a user of the first device 302. For example,
a user requesting access to data item [A:103] can cause the
first device 302 to retrieve the current version, e.g., [A:103],
[C:164] from the second device 304 or from other device
having the data.

For any data to be transferred to the first device 302, a
request is sent to the second device 304. The second device
304 identifies (326) data associated with the request. In some
implementations, the entire data items corresponding to the
request is sent to the first device 302. In some alternative
implementations, only portions of the data item changed from
the last known version of the data item by the first device 302
are sent. For example, data items can be split into multiple
chunks during transit and storage between devices. The
chunking technique used can minimize the number of
changed chunks between versions. As a result, only those new
or changed chunks need to be transmitted to the first device
302, which already has the unchanged chunks. The identified
data is sent 328 to the first device 302. In some implementa-
tions, the specific request for data and data transfer is per-
formed using a distinct protocol from that used to perform the
synchronization of knowledge between the devices.

FIG. 4 is a flow diagram of an example process 400 for
initiating synchronization with another device. The process
400 can be performed, for example, by a user device request-
ing synchronization from another device.

Synchronization is initiated (402). In particular, a first
device can initiate synchronization with another device. The
other device can be associated with a single identity or with
another identity. In some implementations, the synchroniza-
tion is initiated by a device based on the devices identifier
relative to the device being synched to. For example, the
device initiating the synchronization can have a lower device
identifier. In some implementations, the device only initiates
a synchronization process with a device having a next highest
(or lowest) device identifier. In some other implementations,
the device initiates the synchronization as a return synchro-
nization after synchronizing with a device having a lower
device identifier.

A change knowledge is sent by the device (404). In some
implementations, the change knowledge is represented by a
change knowledge vector. The vector can include change
identifiers for data items known to the device. In particular,
the change identifiers can include only the highest change
identities for the items known to the device so that a compact
representation of the change knowledge can be generated and
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transmitted. In some implementations, a local rank is also
sent as part of the change knowledge.

Changes to one or more items relative to the change knowl-
edge is received (406). The changes can be received as part of
a metadata transmission that identifies which data items have
newer change identifiers or new data items unknown to the
device.

Data associated with the received changes is optionally
requested (408). The device can request some, all, or none of
the data associated with the received changes. Data associ-
ated with the received changes can include whole versions of
data items or changed portions of the data items (e.g.,
changed or new chunks of the data item). Alternatively, the
device can request the data at a later time from the same or a
different device (e.g., in response to a user request for a data
item for which there is a new version available).

FIG. 5 is a flow diagram of an example process 500 for
responding to a synchronization request. The process 500 can
be performed, for example, by a user device receiving a
request for synchronization from another device.

A change knowledge is received from a device (502). For
example, another device that initiates synchronization can
send a change knowledge to the device. The change knowl-
edge can be sent as a change knowledge vector as described
above.

The received change knowledge is compared to a local
knowledge (504). In particular, the device has a knowledge
that identifies all change identifiers and synchronized data
items known to the device (e.g., both created by the device
and received from prior synchronizations). In some imple-
mentations this is stored as a knowledge vector for the device.
In some other implementations, this is stored in a searchable
database. The item and change identifiers are compared to the
local knowledge to identify changes to items having a higher
change identifier value indicating a later version of the data
item. Additionally, item identifiers are compared to identify
newly created items unknown to the requesting device.

Alistof changes is generated (506). For example, the list of
changes can include a listing of item and change identifier
values that are more recent or unknown to the requesting
device. The change list is sent to the requesting device (508).

A request for data associated with the identified change is
optionally received and the requested data sent (510). The
requesting device can send a subsequent request after receiv-
ing the change list for data associated with the change list. The
data can be the complete data items (e.g., for a new data item
unknown to the requesting device) or only portions ofthe data
item reflecting the changes (e.g., particular chunks of the data
item that are changed relative to chunks of the data item
already possessed by the requesting device). In some imple-
mentations, the request and transfer of data is conducted
using different protocols than the synchronization request
and change list transmission.

FIG. 6 is a flow diagram illustrating an example process
600 for conflict resolution during synchronization. The pro-
cess 600 can be performed, for example, by a user device
requesting synchronization from another device.

A newest version of data item from a pair of data item
versions is identified (602). In particular, each device of a pair
of'devices being synchronized has a version of the same data
item. The change identifiers for the respective items can be
used to determine which item of the pair is newest. In par-
ticular, since change identifiers are incremented with each
new version based on a knowledge of all previous versions
from prior synchronizations, the newest version of the data
item can be identified according to the highest change iden-
tifier value.
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A conflict is identified if the data item versions occur
within a specified threshold time (604). While one data item
has a change identifier that is higher than the other data item,
they difference between the two can be within a threshold
amount. For example, the threshold time can be one second
meaning that both versions were created on the respective
devices within one second of each other. When a conflict is
identified, a version of the data item to be synchronized is
determined.

Device identifiers associated with each version are identi-
fied (606). Each device has a particular device identifier as
described above. This device identifier can be included in the
change identifier as the device that made the modification
resulting in the new version of the data item.

The conflict winner is automatically selected based on the
respective device identifiers (608). In particular, the device
identifiers are compared. In some implementations, the data
item version from the device having the lowest device iden-
tifier is chosen as the conflict winner. Alternatively, the high-
est device identifier can be used.

The conflict loser is stored (610). In particular, the conflict
loser can be stored as a version of the data item. The old
versions including the conflict loser can be stored on the
particular device in which the version was generated, can be
synchronized over all devices, and/or can be stored in a ver-
sions repository for one or more of the devices. The stored
data item can be associated with metadata or otherwise
tagged to provide information about the conflict. Thus, if a
user requests the conflict loser they can retrieve information
about the conflict.

In some implementations, shared data (e.g., between
devices ofthe same identify or between different identities) is
checked prior to transfer. In particular, the data can be vali-
dated to ensure that the data includes data or valid data. In
some implementations, when sharing portions of data (e.g.,
chunks of a larger data item) a signature of the chunk can be
validated before synching the chunk.

FIG. 7 illustrates an example system architecture 700. The
system architecture 700 is capable of performing operations
for performing content based chunking of data items. The
architecture 700 includes one or more processors 702 (e.g.,
IBM PowerPC, Intel Pentium 4, etc.), one or more display
devices 704 (e.g., CRT, LCD), graphics processing units 806
(e.g., NVIDIA GeForce, etc.), a network interface 708 (e.g.,
Ethernet, FireWire, USB, etc.), input devices 710 (e.g., key-
board, mouse, etc.), and one or more computer-readable
mediums 712. These components exchange communications
and data using one or more buses 714 (e.g., EISA, PCI, PCI
Express, etc.).

The term “computer-readable medium” refers to any
medium that participates in providing instructions to a pro-
cessor 702 for execution. The computer-readable medium
712 further includes an operating system 716 (e.g., Mac OS®,
Windows®, Linux, etc.), a network communication module
718, a synchronization module 722, and other applications
724.

The operating system 716 can be multi-user, multiprocess-
ing, multitasking, multithreading, real-time and the like. The
operating system 716 performs basic tasks, including but not
limited to: recognizing input from input devices 710; sending
output to display devices 704; keeping track of files and
directories on computer-readable mediums 712 (e.g.,
memory or a storage device); controlling peripheral devices
(e.g., disk drives, printers, etc.); and managing traffic on the
one or more buses 714. The network communications module
718 includes various components for establishing and main-
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taining network connections (e.g., software forimplementing
communication protocols, such as TCP/IP, HTTP, Ethernet,
etc.).

The synchronization module 722 provides various soft-
ware components for performing the various functions for
performing synchronization between devices as described
with respect to FIGS. 1-6.

Embodiments of the subject matter and the operations
described in this specification can be implemented in digital
electronic circuitry, or in computer software, firmware, or
hardware, including the structures disclosed in this specifica-
tion and their structural equivalents, or in combinations of one
or more of them. Embodiments of the subject matter
described in this specification can be implemented as one or
more computer programs, i.., one or more modules of com-
puter program instructions, encoded on computer storage
medium for execution by, or to control the operation of, data
processing apparatus. Alternatively or in addition, the pro-
gram instructions can be encoded on an artificially-generated
propagated signal, e.g., a machine-generated electrical, opti-
cal, or electromagnetic signal, that is generated to encode
information for transmission to suitable receiver apparatus
for execution by a data processing apparatus. A computer
storage medium can be, or be included in, a computer-read-
able storage device, a computer-readable storage substrate, a
random or serial access memory array or device, or a combi-
nation of one or more of them. Moreover, while a computer
storage medium is not a propagated signal, a computer stor-
age medium can be a source or destination of computer pro-
gram instructions encoded in an artificially-generated propa-
gated signal. The computer storage medium can also be, or be
included in, one or more separate physical components or
media (e.g., multiple CDs, disks, or other storage devices).

The operations described in this specification can be imple-
mented as operations performed by a data processing appa-
ratus on data stored on one or more computer-readable stor-
age devices or received from other sources.

The term “data processing apparatus” encompasses all
kinds of apparatus, devices, and machines for processing
data, including by way of example a programmable proces-
sor, a computer, a system on a chip, or multiple ones, or
combinations, of the foregoing The apparatus can include
special purpose logic circuitry, e.g., an FPGA (field program-
mable gate array) or an ASIC (application-specific integrated
circuit). The apparatus can also include, in addition to hard-
ware, code that creates an execution environment for the
computer program in question, e.g., code that constitutes
processor firmware, a protocol stack, a database management
system, an operating system, a cross-platform runtime envi-
ronment, a virtual machine, or a combination of one or more
of them. The apparatus and execution environment can real-
ize various different computing model infrastructures, such
as web services, distributed computing and grid computing
infrastructures.

A computer program (also known as a program, software,
software application, script, or code) can be written in any
form of programming language, including compiled or inter-
preted languages, declarative or procedural languages, and it
can be deployed in any form, including as a stand-alone
program or as a module, component, subroutine, object, or
other unit suitable for use in a computing environment. A
computer program may, but need not, correspond to a filein a
file system. A program can be stored in a portion of a file that
holds other programs or data (e.g., one or more scripts stored
in a markup language document), in a single file dedicated to
the program in question, or in multiple coordinated files (e.g.,
files that store one or more modules, sub-programs, or por-
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tions of code). A computer program can be deployed to be
executed on one computer or on multiple computers that are
located at one site or distributed across multiple sites and
interconnected by a communication network.

The processes and logic flows described in this specifica-
tion can be performed by one or more programmable proces-
sors executing one or more computer programs to perform
actions by operating on input data and generating output. The
processes and logic flows can also be performed by, and
apparatus can also be implemented as, special purpose logic
circuitry, e.g.,an FPGA (field programmable gate array) or an
ASIC (application-specific integrated circuit).

Processors suitable for the execution of a computer pro-
gram include, by way of example, both general and special
purpose microprocessors, and any one or more processors of
any kind of digital computer. Generally, a processor will
receive instructions and data from a read-only memory or a
random access memory or both. The essential elements of a
computer are a processor for performing actions in accor-
dance with instructions and one or more memory devices for
storing instructions and data. Generally, a computer will also
include, or be operatively coupled to receive data from or
transfer data to, or both, one or more mass storage devices for
storing data, e.g., magnetic, magneto-optical disks, or optical
disks. However, a computer need not have such devices.
Moreover, a computer can be embedded in another device,
e.g., a mobile telephone, a personal digital assistant (PDA), a
mobile audio or video player, a game console, a Global Posi-
tioning System (GPS) receiver, or a portable storage device
(e.g., auniversal serial bus (USB) flash drive), to name just a
few. Devices suitable for storing computer program instruc-
tions and data include all forms of non-volatile memory,
media and memory devices, including by way of example
semiconductor memory devices, e.g., EPROM, EEPROM,
and flash memory devices; magnetic disks, e.g., internal hard
disks or removable disks; magneto-optical disks; and CD-
ROM and DVD-ROM disks. The processor and the memory
can be supplemented by, or incorporated in, special purpose
logic circuitry.

To provide for interaction with a user, embodiments of the
subject matter described in this specification can be imple-
mented on a computer having a display device, e.g., a CRT
(cathode ray tube) or LCD (liquid crystal display) monitor,
for displaying information to the user and a keyboard and a
pointing device, e.g., amouse or a trackball, by which the user
can provide input to the computer. Other kinds of devices can
be used to provide for interaction with a user as well; for
example, feedback provided to the user can be any form of
sensory feedback, e.g., visual feedback, auditory feedback, or
tactile feedback; and input from the user can be received in
any form, including acoustic, speech, or tactile input. In addi-
tion, a computer can interact with a user by sending docu-
ments to and receiving documents from a device that is used
by the user; for example, by sending web pages to a web
browser on a user’s client device in response to requests
received from the web browser.

Embodiments of the subject matter described in this speci-
fication can be implemented in a computing system that
includes a back-end component, e.g., as a data server, or that
includes a middleware component, e.g., an application server,
or that includes a front-end component, e.g., a client com-
puter having a graphical user interface or a Web browser
through which a user can interact with an implementation of
the subject matter described in this specification, or any com-
bination of one or more such back-end, middleware, or front-
end components. The components of the system can be inter-
connected by any form or medium of digital data
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communication, e.g., a communication network. Examples
of communication networks include a local area network
(“LAN”) and a wide area network (“WAN™), an inter-network
(e.g., the Internet), and peer-to-peer networks (e.g., ad hoc
peer-to-peer networks).

The computing system can include clients and servers. A
client and server are generally remote from each other and
typically interact through a communication network. The
relationship of client and server arises by virtue of computer
programs running on the respective computers and having a
client-server relationship to each other. In some embodi-
ments, a server transmits data (e.g., an HTML page) to a client
device (e.g., for purposes of displaying data to and receiving
user input from a user interacting with the client device). Data
generated at the client device (e.g., a result of the user inter-
action) can be received from the client device at the server.

While this specification contains many specific implemen-
tation details, these should not be construed as limitations on
the scope of any inventions or of what may be claimed, but
rather as descriptions of features specific to particular
embodiments of particular inventions. Certain features that
are described in this specification in the context of separate
embodiments can also be implemented in combination in a
single embodiment. Conversely, various features that are
described in the context of a single embodiment can also be
implemented in multiple embodiments separately or in any
suitable subcombination. Moreover, although features may
bedescribed above as acting in certain combinations and even
initially claimed as such, one or more features from a claimed
combination can in some cases be excised from the combi-
nation, and the claimed combination may be directed to a
subcombination or variation of a subcombination.

Similarly, while operations are depicted in the drawings in
a particular order, this should not be understood as requiring
that such operations be performed in the particular order
shown or in sequential order, or that all illustrated operations
be performed, to achieve desirable results. In certain circum-
stances, multitasking and parallel processing may be advan-
tageous. Moreover, the separation of various system compo-
nents in the embodiments described above should not be
understood as requiring such separation in all embodiments,
and it should be understood that the described program com-
ponents and systems can generally be integrated together in a
single software product or packaged into multiple software
products.

Thus, particular embodiments of the subject matter have
been described. Other embodiments are within the scope of
the following claims. In some cases, the actions recited in the
claims can be performed in a different order and still achieve
desirable results. In addition, the processes depicted in the
accompanying figures do not necessarily require the particu-
lar order shown, or sequential order, to achieve desirable
results. In certain implementations, multitasking and parallel
processing may be advantageous.

What is claimed is:

1. A method comprising:

identifying a first version of a data item to synchronize
from a first device using a first change identifier associ-
ated with the data item;

identifying a second version of the data item to synchronize
from a second device using a second change identifier
associated with the data item;

upon determining that the first version and the second
version occurred within a specified threshold, determin-
ing that there is a conflict between the first version of the
data item and the second version of the data item; and
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upon determining that there is a conflict, resolving the

conflict, including:

determining, from the first change identifier, a first
device identifier identifying the first device;

determining, from the second change identifier, a second
device identifier identifying the second device;

selecting, from the first version of the data item and the
second version of the data item, a conflict winner by
comparing the first device identifier and the second
device identifier and designating a version of the data
item as stored on a device identified by a lowest device
identifier or highest device identifier as the conflict
winner;

designating the version not selected as the conflict win-
ner as a conflict loser; and

storing a copy of the conflict loser.

2. The method of claim 1, comprising retrieving the stored
conflict loser upon request.

3. The method of claim 1, wherein the first device and
second device are devices among a plurality of devices logi-
cally arranged into a ring, the first device and second device
being logically adjacent to each other in the ring.

4. The method of claim 3, wherein each device in the ring
is associated with a device identifier, logically adjacent
devices having device identifiers adjacent in value, wherein a
device having a lowest device identifier is logically adjacent
to a device having a highest device identifier, and wherein
data synchronization is performed between logically adjacent
devices.

5. The method of claim 4, wherein the data item is not
directly synchronized between devices in the ring that are not
logically adjacent to one another.

6. The method of claim 1, wherein the first device is des-
ignated as a server performing actions of resolving the con-
flict, the second device being designated as a client, and, after
resolving the conflict, the second device is designated as a
server, the first device being designated as a client.

7. A non-transitory storage device storing instructions that,
when executed by one or more processors, cause the one or
more processors to perform operations comprising:

identifying a first version of a data item to synchronize

from a first device using a first change identifier associ-
ated with the data item;

identifying a second version of the data item to synchronize

from a second device using a second change identifier
associated with the data item;

upon determining that the first version and the second

version occurred within a specified threshold, determin-

ing that there is a conflict between the first version of the

data item and the second version of the data item; and

upon determining that there is a conflict, resolving the

conflict, including:

determining, from the first change identifier, a first
device identifier identifying the first device;

determining, from the second change identifier, a second
device identifier identifying the second device;

selecting, from the first version of the data item and the
second version of the data item, a conflict winner by
comparing the first device identifier and the second
device identifier and designating a version of the data
item as stored on a device identified by a lowest device
identifier or highest device identifier as the conflict
winner;

designating the version not selected as the conflict win-
ner as a conflict loser; and

storing a copy of the conflict loser.
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8. The non-transitory storage device of claim 7, the opera-
tions comprising retrieving the stored conflict loser upon
request.

9. The non-transitory storage device of claim 7, wherein
the first device and second device are devices among a plu-
rality of devices logically arranged into a ring, the first device
and second device being logically adjacent to each other in
the ring.

10. The non-transitory storage device of claim 9, wherein
each device in the ring is associated with a device identifier,
logically adjacent devices having device identifiers adjacent
in value, wherein a device having a lowest device identifier is
logically adjacent to a device having a highest device identi-
fier, and wherein data synchronization is performed between
logically adjacent devices.

11. The non-transitory storage device of claim 10, wherein
the data item is not directly synchronized between devices in
the ring that are not logically adjacent to one another.

12. The non-transitory storage device of claim 7, wherein
the first device is designated as a server performing actions of
resolving the conflict, the second device being designated as
a client, and, after resolving the conflict, the second device is
designated as a server, the first device being designated as a
client.

13. A system comprising:

a first device; and

a second device connected to a the first device, the second

device being configured to perform operations compris-
ing:

identifying a first version of a data item to synchronize

from a first device using a first change identifier associ-
ated with the data item;

identifying a second version of the data item to synchronize

from a second device using a second change identifier
associated with the data item;

upon determining that the first version and the second

version occurred within a specified threshold, determin-

ing that there is a conflict between the first version of the

data item and the second version of the data item; and

upon determining that there is a conflict, resolving the

conflict, including:

determining, from the first change identifier, a first
device identifier identifying the first device;

determining, from the second change identifier, a second
device identifier identifying the second device;

selecting, from the first version of the data item and the
second version of the data item, a conflict winner by
comparing the first device identifier and the second
device identifier and designating a version of the data
item as stored on a device identified by a lowest device
identifier or highest device identifier as the conflict
winner;

designating the version not selected as the conflict win-
ner as a conflict loser; and

storing a copy of the conflict loser.

14. The system of claim 13, the operations comprising
retrieving the stored conflict loser upon request.

15. The system of claim 13, wherein the first device and
second device are devices among a plurality of devices logi-
cally arranged into a ring, the first device and second device
being logically adjacent to each other in the ring.

16. The system of claim 15, wherein each device in the ring
is associated with a device identifier, logically adjacent
devices having device identifiers adjacent in value, wherein a
device having a lowest device identifier is logically adjacent
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to a device having a highest device identifier, and wherein
data synchronization is performed between logically adjacent
devices.

17. The system of claim 16, wherein the data item is not
directly synchronized between devices in the ring that are not 5
logically adjacent to one another.

18. The system of claim 13, wherein the second device is
designated as a server, the first device being designated as a
client, and, after resolving the conflict, the first device is
designated as a server, the second device being designated as 10
a client.
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